Building and Training Your
Internal Audit Department

NIGA Conference and Trade Show
March 26, 2007
1:00 to 5:00pm
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Introduction

e CPA
e 20+ years in Accounting
e My background is in:

e External Auditing
e Internal Audit outsourcing and co-sourcing

e Controls assessments, training, and
implementations

e Title 31/BSA/AMLP assessments and testing

e Developing and implementing various training
programs
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Murphy’s Law

“If anything can
- III

go wrong, it wil
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Sullivan’s Law

“"Murphy Was An
Optimist!!!”
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There is one more law that I
think you need to know......

EFFERS

ON =
AMS

Confidential and Proprietary



Joe O’s Law

“Expect the
Unexpected”
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Our Objectives

» Overview of Internal Audit function

» Overview of the “"Control Environment” and
the roles of IA, Operations and the Gaming
Commission as they relate to Internal Audit

> Discuss various structures of an Internal Audit
("IA”) Department

» Discuss the basics of developing a training
program for IA

» Current trends in IA and Forensics

» Time permitting - round table discussion on
what everyone is doing with IA
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Ground Rule Reminder

e Be “"present”

e Stay away from phone/job
e Keep an open mind

e Participate actively

e Turn off cell phone/handheld
ringers

e Have fun jerregse
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Internal Audit

Why Do we need Internal Audit?
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Internal Audit

What Does the Internal Audit
Department do?
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Internal Audit

As defined by the Institute of
Internal Auditors (IIA) -

“Internal auditing is an
independent appraisal function
established within an
organization to examine and
evaluate its activities as a

service to the organization”
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Internal Audit

e Must be Independent of the operation
e Which means:

e No retaliation for IA Staff (be fired or
transferred)

e No “"bad” evaluations

e Cannot be involved in the developing of the
policies and procedures except for review and
recommendations

e Cannot audit a dept that they work in
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Internal Audit

On that note:

Tier A and B operations as defined
by the NIGC can have casino
employees in the internal audit
department as long as they do not
work in the department being
audited
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Internal Audit

Tier C operations must have an
independent department with it's
own employees
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How many of you are from Tier A &
B operations?

How about Tier C?
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Internal Audit

e Back to the independence concept:

e [A is required to report to the
Gaming Commission, the Tribal
Council or the Audit
Committee/Board of Directors in
order to maintain this
independence. (CFR 542.22, .32,
42 part (a))
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Internal Audit

There are three main roles or
functions that IA performs
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Internal Audit

e JA determines that policies and
procedures currently in place
provide adequate control and
protection over:

e Assets
o Activities
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Internal Audit

o A Verifies that there is proper
compliance with:

e Policies and procedures

e MICS and TICS

e State Compacts and regs

e Compliance with Title 31/BSA
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Internal Audit

e A identifies areas where controls
can be strengthened to:

e Tighten controls
e Improve operating efficiencies
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Internal Audit

e What Internal Audit does not do is:

e Develop and write policies and procedures.
— That is responsibility of the operations

e They CAN and SHOULD review the policies
and procedures and make recommmendations
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What to Expect from Internal Audit

e IA should have a schedule to audit
the operations to cover at a

MINIMUM what is required by the
MICS on an annual basis

e JA needs to execute the schedule
timely
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Internal Audit

e Shouldn’t just worry about the
MICS/TICS

e Many frauds happen outside of
Gaming
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Some Fraud Examples

e Hotel Operation

e l[ower rates to friends

e Tribal rate to cash paying customer and
pocket difference

e Comp out room or extras to cash
paying customer at checkout and
pocket cash
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Some Other Examples

e Phony Vendors

e Construction projects

— Many issues here (we’'ll talk about
that later)

e Gift shop
e Food and beverage
e Title 31/BSA
— OK Tribe $2.5 million in fines
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Internal Audit

e Need to schedule other areas of
operations for audits

e Hotel

e Golf Course/Resort

e Title 31/BSA

e Accounts payable

e Food and beverage

e Construction projects

e Etc.
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What to Expect from Internal Audit

e IA needs to report it’'s findings to the
operations and the Tribe, GC, Audit
committee, etc. even if no discrepancies
were found

e JA needs to maintain strong back up
documentation for all of the testing that
was performed in order to show
external auditors and regulators
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What to Expect from Internal Audit

e TA should be communicating with both
the tribal side and the operations side
to work together to improve and
strengthen the controls of the
operations

e TA should not have a “finger pointing”
attitude, it should be an assistance type
of approach to preventing the same

errors from occurring in the future
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What to Expect from Internal Audit

IA should be working with the
operation not against it!!!

e Help strengthen controls
e Identify gaps or weaknesses
e Protect the assets

e Help preserve integrity of the

games
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Before we get into how to go about
building or structuring your
internal audit department, we
need to go over some roles
relating to Internal Audit
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Control Environment

We'll talk briefly about the roles
Operations, Internal Audit and the
Gaming Commission play in the
overall “control environment”
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Control Environment

The control environment is the

overall tone and condition of the

controls at the organization and
starts at the top with management
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Operations

Responsible for:

e Management needs to set a controls
awareness tone (The Tone at the Top

concept)
e Day to day running of the business
e Developing policies, procedures, and controls

e Adhering to them
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Gaming Commission

Responsible for:

e Regulation of TICS/MICS
e Licensing concerns

e Should NOT manage the day-to-day
operations or be making decisions affecting
them, except as it pertains to licensing or
regulation
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Internal Audit

Responsible for:

e Monitoring the compliance to policies,
procedures, & controls

e Assessing the adequacy of the policies,
procedures, and controls

e Recommending ways to strengthen them
e Reporting on deficiencies
e Assessing risks in the operation
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As We Move On

Before we get into the three primary
ways to build your internal audit
department are there any
questions with what we have
talked about so far
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IA Structures

Three main structures:

e In-house
e Qut-sourced
e Co-sourced
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In-House

e Hire your own people

e Interview
e Know what your looking for
e Pool of people available for positions
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In-House

e Need experienced people

e To train new staff
e Understand audit concepts
e Understand the operations being audited
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In-House

Independence needs to be
maintained
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In-House

e Need to develop a solid IA schedule

e Need to develop solid work plans

e Need to develop solid workpaper
techniques and templates

EFFERS
WELLS ™

Confidential and Proprietary

o)
nZ



In-House

e Works well for:

o Well established properties
e Experienced staff
e Areas where job pool is strong
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Out-source

o All staff provided by vendor

e Profiles should be provided
e Readily available personnel
e Timing not an issue
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Out-source

e Experience provided by vendor

e Can provide various people with experience
specific to area being audited

e Already trained
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Out-source

e Independence is easily maintained

e Reports direct to GC/Audit committee
e Employees are independent from operation
e No fear of reprisal or repercussions
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Out-source

e Experienced in preparing audit
plans and schedules

e Will provide own work programs
and templates

e Staff are trained auditors
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Out-source

e Usually more cost effective then
in-house

e IA is what they do for a living
e Timeliness of audits not a problem

e Multi-year contracts can be signed
to increase savings
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Out-source

e Reliance on vendor:

e Like a car lease, after contract is up you need
to decide what to do all over again

e But.... if not happy can easily change

EFFERSON=S
WELLS &

Confidential and Proprietary



Co-source

e Blend of in-house and out-source

e You provide some or all of the staff

e \Vendor provides the supervision,
reporting, training and expertise
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Co-source

e Some staff can be provided as well
while new hires are being brought
on

e Excellent way to build a training
program
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Co-source

e | ess experienced staff at property
IS nhecessary

e Your current and new staff trained
on the job

e Good way to develop an in-house
audit department
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Co-source

e Expertise provided by vendor

e Specialists lead your staff

e Multiple teams from vendor with specific
experience necessary (such as IT)

e |ess staffing concerns for you
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Co-source

e Audit plan and schedule developed
together

e Work plans and templates
provided by vendor

e Reporting handled by vendor
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Co-source

e Independence on reporting is
maintained

e Independence of staff is stronger
with supervision provided by
vendor
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Co-source

e Good blend of training and
efficiency

e Can be long-term if that is what
you want

e Theory would be they are working
themselves out of job
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Co-source

e Multi-year agreements can be
signed to control costs and simplify
budgeting

e Internal audit is what they do for a
living
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Co-source

e Works well in Tier A and B
operations where staff can come
out of the operations on a rotating
basis and audit guidance and
expertise provided by vendor
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Co-source

e Also works well in areas where
workforce is adequate but
experience in minimal
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Co-source

e Cost could be higher than
outsource

— Staff on payroll
— Cost of vendor

e Cost would be comparable to in-
house
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Any more questions on the various
types of structures??
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You have the team, now you need to
train them!!
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Training IA - Overview

Extremely Important to have a
properly trained IA Department
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Training IA - Overview

e They can miss issues if not aware
of signs (audit flags)

e Must understand importance of
controls

e Must understand the control
environment and their part in it
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Training IA - Overview

Must have a knowledge of the area
they are auditing

e The operations in that area

e The policies, procedure, and controls in that
area

e What optimal controls in that area should be
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Training Program

When developing the program you
must take into account that it is
much more complex than just a

few seminars
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Training Program

e Balance training with workflow

e Can't stop the day to day operations
e Required audits
e Staff availability
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Training Program

Technology and trends are always
changing

e Multi-game/multi-denom machines
e Class II and class III machines

e Downloadable games

e TITO
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Training Program

Besides games there are other
changes

e Redemption Kiosks

e New and expanding hotels
e Golf courses

e Resorts
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Training Program

Not to mention additional reporting
requirements if public debt is
utilized to raise capital

e Sarbanes-Oxley
e SEC reporting
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Training Program

Taking all that into account requires
developing a multi-layered training
program with various components
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Training Components

e Classroom instruction

e On-the-job training

e Proper supervision

e Constant review

e Constant constructive feedback
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Training Components

e Rotation of staff

e Constant updates on changes
— Technology
- Trends
— New rules and regulations
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Training Program

Training should be an ongoing
process throughout the careers of
the staff
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Training Program

Certain things need to be in place
within the IA department before a
solid training program can be
developed
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Training Program

e JA department policies and
procedures

e Approved IA department audit
schedule

e Well developed audit checklists
and work programs tailored to
your operation
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Training Program

e Audit work paper templates to be
utilized to make the audits more
efficient

e Workpapers from prior audits as a
reference and training tool
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Training Program

The training program needs to be
developed around these items

e Tools in the training
e Consistency across the organization
e Framework to follow
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Training Program

The training program needs to cover
certain fundamentals crucial to
auditing, and needs to foster a

controls awareness within the IA
team (and operations for that
matter)
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Training Program

You build this awareness by
incorporating the following
concepts into the training program
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Training Program — Fundamentals

e Risk Assessment

e What are the things that keep you up at night
e Are we in compliance with the TICS/MICS

e Are we in compliance with Title 31

e Other known problems
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Training Program — Fundamentals

Where can things break down related to
these risks

e Things within the property’s control
- Employee theft
- Honest mistakes

e Things outside the control of the property
— Scams and cheats
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Training Program - Fundamentals

What policies, procedures, and
controls were put in place to make
sure that the Tribe is protected
against these breakdowns and are
they working
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Training Program — Fundamentals

Are they

e Adequate

e Were all the risks addressed

e Do they need to be strengthened
e Do we need more
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Training Program - Fundamentals

IA should prepare a gap analysis to
address areas where
improvements are necessary

e Analysis developed by IA

e Action plans to correct developed by the
operation
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Training Program - Fundamentals

e Who is monitoring the controls
that are in place

e What is being done with the
results of the monitoring

e Are deficiencies being followed up
on and corrected
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The Training Pieces

Now that we know the fundamentals
that need to be covered, we will go
over the various components of
what a training program could look
like
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But before we do....

Any Questions???
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The Training Pieces

You need to start with qualified and
experienced instructors and
supervisors with training as well as
auditing experience
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The Training Pieces

As with the IA Department itself you
can get this in a number of ways

e In-house
e QOut-sourced

e Co-sourced (instructors co-teach with your
staff)
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The Training Pieces

Actually all or some of the pieces of the

training program can be out-sourced or
co-sourced

e Instructors

e Supervisors

e Development of the program
e Delivery of the training
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The Training Pieces

Classroom Instruction

e Seminars
e Case studies
e Actual prior audits
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The Training Pieces

On-The-Job training

e Proper supervision

e Hands on training

e Good work programs and checklists
e Audit schedule to follow

e Audit plans and strategy
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The Training Pieces

Review of the work and follow-up

e Discuss methods and approach used

e Discuss the strong points of the audits and
what was done well

e Discuss areas that could use improvement
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The Training Pieces

On that note: When discussing the
areas for improvement

o Keep the feedback constructive
e Have recommendations to improve prepared

e Assist with the development of an action plan
to facilitate the improvements
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The Training Pieces

Process needs to be ongoing for
entire staff

e New employees
o Staff auditors
e Supervisors

e Managers
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The Training Pieces

Also ongoing to address

e New technology
e New areas
e New regulations or requirements
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The Training Pieces

Rotation of Assignments

e Avoids complacency

o Keeps staff challenged
e Not the same routine
e A new set of eyes
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The Training Pieces

Regarding a new set of eyes

e Pays attention to the little things
e Not exactly sure what to expect

e New auditor discovered a long, continuing
fraud with a trusted drop and count supervisor
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The Training Pieces

Brings us back to Joe O’s Law....

... Expect the unexpected
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The Training Pieces

Rotating assignments also helps to
create a well rounded audit staff

o Keeps them thinking out of the box
e They learn the entire operation
e Apply lessons and concepts from other areas

e Helps provide consistency through the entire
operation
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Wrap-up m ‘ ‘

> We went over the Internal Audit
function

> We had a brief discussion on the
“Control Environment”

> We had a chat about the roles of IA

Dept., Operations and the Gaming
Commission as they relate to the
control environment and IA
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> We talked about various structures of an
internal audit department

» We discussed some basics to think about
when developing a training program for IA
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Any Additional
Questions???

Joe Oprosko, CPA
joe.oprosko@jeffersonwells.com
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